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FROM:  Kevin C. Doherty, President, Nexus Consulting 

DATE: May 9 2012 

 

This document is intended to provide a "follow along" for the Nexus Consulting "Video Analysis Under Nexus 

Use of Force" webcast which we intend to present the week of May 21-25 and will be presented at various 

times for our clients and audiences in the US, UK, Middle East and Asia.   

 

This document contains the Nexus Use of Force (UoF) standards and policies and in no way is a summation of 

all laws or governing principles, nor legal advice.  The views expressed here and in the webcast are my own and 

those of Nexus, they are based on our governing laws, rules and principles.  The review of the video is based on 

the limited facts, statements and public domain information available.  This document and review of the video 

are solely intended to foster further discussions on the proper Use of Force in the maritime domain. 

 

We are releasing this "follow along" prior to the webcast to allow proper time for your reviewing, but should 

not be considered a standalone document. 

 

If you are interested in attending the webcast review, please email us at info@ncga.us and note your 

interest in attending the webcast and we will advise which sessions are available. 

 

Abstract 

 

Piracy and hostile threats in the maritime domain are not going way, moreover, the world is becoming 

increasingly dangerous, as finite commodities become less and less available.  It is possible to operate safely 

and securely in the maritime domain with these threats, and the ability to keep mariners safe must be 

paramount. 

 

The use of Maritime Security firms (MARSEC) has proven to be the most successful prevention of pirate 

hijackings, as no vessel with an armed security team has been hijacked thus far.  Properly trained, licensed and 

authorized security firms bridge the delta between the commercial maritime needs and the international 

community's ability to provide naval support. 

 

However, utilizing MARSEC firms is proving to be difficult waters to chart for many, specifically how these 

firms utilize force. 

  

Proper licensing, vetting and support must be conducted and available to ensure the highest standards of UoF 

are followed.  
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Background  

 

Early April 2012, a video showing a US security firm was posted on the internet.  As there are only very small 

number of US security firms providing such services, Nexus was named as potentially being the firm in the 

video.   

 

On April 20, 2012, we sent out a press release
1
 advising this is not a Nexus video, nor consistent with our use of 

force policies.  Since our press release, a US security has taken responsibility for the video.
2
  The video has 

raised a number of questions on the use of force, governing bodies, and appropriate actions of security teams for 

commercial vessels. 

 

This is our analysis of the video, based on Nexus use of force policies and standards. 

 

 

What is "Use of Force?" 

 

The Use of Force  (UoF) doctrine is not a defined law that can be directly invoked  or a verbatim statement of 

“cause and effect.”  

 

UoF is a set of principles which is incorporated in some form in the law of most states/ governments whereby 

the employment of force in certain situations is legally just.  

 

In the United States, Graham v. Connor, 490 US 386 (1989) sets the legal standards for use of force and gives 

us the standard of  “objective reasonablness”
1 

and is fact-based on the individual who uses the force to be able 

to articulate the “totality of the circumstances”.
  

 

 

Why do we need the concept? 

 

Appropriate use of force and appropriate timing of the use of force is what differentiates a criminal act, like 

murder, from a legally just act, like self-defense.  Even in war, use of force must be just.  A benchmark case in 

the United State is the case of the Mỹ Lai massacre, March 16, 1968.   

 

Company C of 1st Battalion, 20th Infantry Regiment, 11th Brigade, 23rd Infantry Division, 

arrived in South Vietnam in December 1967 and by mid-March 1968, the company had suffered 

28 incidents involving mines or booby-traps which caused numerous injuries and five deaths.  

On the morning of March 16, 1968, "Charlie" Company entered the village of Mỹ Lai and killed 

between 300-500 villagers, many were women and children.  The incident only came to light 

when US Army helicopter pilot Hugh Thompson, Jr., saw the massacre and landed his helicopter 

between the US troops and villagers.  On September 5, 1969 one member of Company C (Lt. 

William Calley) was charged with premeditated murder of 6 villagers, and on March 29, 1971 

was found guilty on all 6 charges. 

 

                                                           
1
 http://news.yahoo.com/nexus-consulting-calls-industry-association-investigate-viral-video-

110239655.html;_ylt=A2KJ3CTn5rNPOE4A_4_QtDMD 
2
 http://www.lloydslist.com/ll/sector/ship-operations/article397768.ece  

2
 http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html  

 

http://www.lloydslist.com/ll/sector/ship-operations/article397768.ece
http://www.lloydslist.com/ll/sector/ship-operations/article397768.ece
http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html
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The following conversation was reported by Angers, T
3
 in his book The forgotten hero of My 

Lai: The Hugh Thompson story after Thompson had landed his helicopter: 

 

Thompson: What's going on here, Lieutenant? 

Calley: This is my business. 

Thompson: What is this? Who are these people? 

Calley: Just following orders. 

Thompson: Orders? Whose orders? 

Calley: Just following... 

Thompson: But, these are human beings, unarmed civilians, sir. 

Calley: Look Thompson, this is my show. I'm in charge here. It ain't your concern. 

Thompson: Yeah, great job. 

Calley: You better get back in that chopper and mind your own business. 

Thompson: You ain't heard the last of this! 

 

This conversation became the cornerstone for the United States Military Use of Force policy
4
, which finds that 

"just following orders" is not an acceptable justification of why a particular force was used.  Each person who 

uses force must be able to explain why that force was used and why they believed that force to be just.  

 

 

Inherent Right to Self Preservation 

 

There is a universal and inherent right to self defined in the Universal Declaration of Human Rights 
5
 

 

Article 1 

All human beings are born free and equal in dignity and rights. They are endowed with reason 

and conscience and should act towards one another in a spirit of brotherhood. 

 

Article 3 

Everyone has the right to life, liberty and security of person. 

 

Article 12 

No one shall be subjected to arbitrary interference with his privacy, family, home or 

correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the 

protection of the law against such interference or attacks. 

 

That right is the foundation for which all uses of force are borne out of, the right to self preservation allows for 

the right to defend against threats or acts which could compromise self preservation.   

 

 

 

  

                                                           
3
 Angers, T. (1999): The forgotten hero of My Lai: The Hugh Thompson story. Lafayette, La.: Acadian House. (ISBN 978-0-9254-

1733-6). p.117 
4
 http://www.dtic.mil/whs/directives/corres/pdf/521056p.pdf 

5
 http://www.un.org/en/documents/udhr/index.shtml 
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Civilian v. Military 

 

There are a number of statuses a person could fall into when required to  utilize force:  a civilian just walking 

down the street, to a civilian attempting to live life in a war zone, to a contracted security guard tasked with 

ensuring the security of cash at a bank, to contracted security tasked with ensuring the protection of diplomatic 

persons in war zones, to police acting on the behalf of a state or government, to military persons in peace zones, 

to military persons engaged in war zones, to unlawful combatants... 

 

Depending on what defined role or roles a person is in at that moment, a certain set of principles and rules cover 

actions and reactions.   

 

Status at time of Use of Force 

 
Justifications for Use of Force 

 

 
 

As we can see above, a civilian has very limited justifications for the use of force, specifically to prevent harm 

to self or others.  Military personnel may be authorized under many other situations to utilize force. 

Governing Principles on Use of Force 

 

Civilian 
Contracted 

Security 
Police – acting 

for State 
Military – acting for 

Government 

Civilian 
Contracted 

Security 
Police – acting 

for State 
Military – acting for 

Government 



Nexus Consulting Analysis on Use of Force Video  

 

  
 Nexus Consulting  PO Box 6434 Arlington, VA  22206  info@ncga.us  VA Security License 11-6290  

 
  

 
 

We also can see that depending on the status of an individual, various governing laws, rules and agreements will 

dictate when, where and how force may be applied in certain or various situations. 

 

Duty to Retreat or "Retreat to the Wall" - Under the “retreat to the wall” doctrine, a person is entitled to 

employ deadly force in self-defense only if the person demonstrated that no reasonable means of escape existed 

at the time he killed his assailant. 

 

Castle Doctrine - Concept that a home is a castle and a person in his own home may use deadly force in self-

defense without first retreating even if a reasonably safe means of escape exists. 

 

Objective Reasonableness or "The Reasonable Person" - The most common standard of care in negligence 

law commands the defendant to act as would a reasonably prudent person in the same or similar circumstances. 

If the defendant does so, she is protected from negligence liability. Failure to do so constitutes unreasonable 

conduct and, hence, breach of duty. The reasonable person standard is an objective standard that compares the 

defendant's conduct to the external standard of a reasonable person. Based on the skills, prior training, and 

qualifications of the defendant, whereas a Navy SEAL would be measured against Navy SEALs standards, not 

that of an elderly person. 

 

Totality of Circumstances - A test used to determine whether certain constitutional rights of a defendant have 

been violated.  The test looks to all the circumstances attending the alleged violation, rather than to any 

particular factors.  While some factors may recur more frequently than others, the relative importance of any 

one factor depends upon the particular facts of a case. The test was originally used to determine whether a 

confession was coerced from a defendant in violation of his or her privilege against self-incrimination, 373 U.S. 

503, until the Miranda case required that a defendant have his or her rights read to him or her. 384 U.S. 

 

Who regulates Use of Force? 

 

Use of force laws do not transcend international borders, though the right to self-preservation does.  The 

application of force is always an individual standard and must be articulated by the individual utilizing the 

force, or in simple terms, "the shooter must explain why he shot."   
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"I was told to shoot" will most likely not be justification for an individual shooting a weapon at someone.  It 

may be acceptable within the scope of a military action, if prior agreed within a Status of Forces agreement and 

defined within the Rules of Engagement, but shy of military actions, a person will almost always be responsible 

for the bullets coming out of the weapon they are employing - each and every bullet- and fully responsible until 

that bullet comes to rest (stops moving). 

 

Individual responsibility and articulation of the circumstance is usually the cornerstone for most use of force 

investigations.  For that force to be just, it must be consistent with any and all governing bodies, laws or 

agreements who where and who the incident transpired. 

 

 

Governance 

 

There are a myriad of laws which govern use of force.  Where did the entity originate from?  How did the 

person get there?  Where did the incident happen?  What items were used in the incident?  Why did the person 

feel the need to use force?   

 

Where did the entity originate from?  As we are talking about maritime security(MARSEC), let's look at this 

from a maritime prospective.  The first aspect of governance is where the maritime security guard originated 

from.  "What passport do they hold, and how did they get to where the use of force (in this case, a ship) took 

place?"  An old adage in the criminal investigator world in the United States is "right to be, right to see," which 

is to say, if a law enforcement person has a right to be where they are, either in a public place or a private 

location, but maybe serving a warrant or other within scope duties, that law enforcement person has a right to 

see and use what they see for further criminal investigations.  Example - a police officer serving a warrant for a 

suspect who stole a TV legally enters the suspects home, and sees 2 kilos of heroin, that law enforcement 

officer can further arrest for that crime as well. 

 

"Right to be" in the MARSEC world means "does the security guard have a right to be on ship?"  The security 

guard needs to be properly licensed or authorized to perform security duties in his country of origin, procured 

the necessary visas to transit from country of origin to ship, and is properly manifested on ship.  This gives the 

first level of use of force governance in MARSEC.  That security guard should be governed by home of record 

laws, which should be part of the security contract.  Further, the ship is flagged in a particular country, and the 

security team must adhere to any applicable laws for the flag state as well. 

 

Most security contracts revert to security firms country of registration for contracted terms of the Use of Force. 

 

Many flag states now require prior authorization to allow a shipping company to embark a security team.  These 

authorizations tend to dictate what is and isn't acceptable, and usually review the security firms use of force and 

security guards resumes to ensure consistency with flag state laws and policies.  Many issue "non-object" 

letters, which though not authorizing, note there is no objection. 

 

Where did the incident happen?  Depending on where an incident occurs may add another layer to governance.  

If an incident happens international waters, governance is from the ship flag state, as well as possibly home of 

registration.  If another ship or entity is involved, they too may have governance.  If the incident takes place in 

sovereign waters, all prior governance should apply, as well now as territorial waters laws. 

 

Why did the person feel the need to use force?  The individual must be able to articulate why they used force 

and why they deemed that force necessary and appropriate.     
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Checks and balances 

 

As we can see, though there is no transcending international UoF policy, a number of entities are responsible for 

the governance of persons using force.  In the MARSEC world, country of registration for the security firm,  

country of residence for security guard, agreed contract terms, insurance terms, ship flag state, location of the 

incident, country of residence for [pirate] all have the ability to review, authorize and enforce UoF standards 

and laws. 

 

 

Case Law - Self Defense 

 

 UK Case Laws 

 

 R v Owino (1996) 2 Cr. App. R. 128 at 134:  A person may use such force as is [objectively] reasonable 

in the circumstances as he [subjectively] believes them to be. 

 R v Rose (1884) 15 Cox 540, defense of other  

 

 United States 

 Runyan v. State (1877) 57 Ind. 80, 20 Am.Rep. 52 - "Court stated "When a person, being without fault, 

is in a place where he has a right to be, is violently assaulted, he may, without retreating, repel by force, 

and if, in the reasonable exercise of his right of self defense, his assailant is killed, he is justifiable." 

 Beard v. United States: There is No Duty to Retreat Before Using Deadly Force 

 Wallace v. United States: Prior Threats by an Attacker are Relevant to a Defendant's Use of Deadly 

Force 

 

 

Rules of Engagement (ROE) 

 
RULES OF ENGAGEMENT FOR OPERATION RESTORE HOPE

6
 

Deadly force may be used only when-- 

 (a) (U) Fired upon.  

 (b) (U) Clear evidence of hostile intent exists (see above for factors to consider to 

   determine hostile intent).  

 (c) (U) Armed elements, mobs, and/or rioters threaten human life, sensitive  

  equipment and aircraft, and open and free passage of relief supplies.  

 

 

 

Rules of Engagement for JTF troops in Somalia 1992 

Status of Forces/ Visiting Forces 

 

A status of forces agreement (SOFA) is an agreement between a host country and a foreign nation stationing 

forces in that country. 

Visiting Forces Agreement (VFA) is an agreement between a country and a foreign nation having military 

forces visiting in that country. Visiting forces agreements are similar in intent to Status of Forces Agreements 

(SOFAs). A VFA typically covers forces visiting temporarily, while a SOFA typically covers forces based in 

the host nation as well as visiting forces. 

                                                           
6
 US Army Field Manual Fm100-10 
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The FLETC Model 

 

As a former US Special Agent, I was trained at the United States Department of Homeland Security's Federal 

Law Enforcement Training Center (FLETC) in Glenco, GA on all aspects of criminal investigations and proper 

use of force for US federal law enforcement agents.   

 

This is the FLETC Use of Force Model, which attempts to visualize the action and reaction of appropriate UoF. 
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Escalation of Force 

 

The escalation of force can be defined as taking means appropriate to the threat or equal to the threat.  These 

methods must be used from the least severe to the most severe.    Escalation of force is broken down into eight 

categories.  They are as follows: 

 

 Physical Presence 

 Verbal Warning 

 Physical Contact 

 Non-Lethal 

 Deadly Force 

 

 
 

 

US Coast Guard PSA 3-09 

 

In 2009 the United States Coast Guard sent out a Port Security Advisory (PSA 3-09) which is a directive to US 

flagged ships and security teams embarked on US flagged ships.  This PSA is based on the FLETC use of force 

model and helps to explain the concept, scope and justifications for utilizing force on US flagged ships. 
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Guidance 
7
 

a. Guiding principles  

Vessel masters retain control of and authority over their vessels, crewmembers, and embarked 

security personnel at all times. Any use of force employed in accordance with the guidance set 

forth herein is subject to the direction of the vessel master. Only that force reasonably 

necessary under the circumstances should be used. Nothing in the application of this guidance 

shall be construed as to necessarily require personnel to meet force with equal or lesser force.  

b. Self-defense or defense of others  
In the exercise of self-defense or defense of others, crew and security personnel may use all 

available means to apply that force reasonably necessary to defend themselves or others 

from harm, including the use of deadly force if required.  

c. Use of deadly force  

Subject to the above, deadly force may only be used in self-defense or defense of others, when 

an individual has the reasonable belief that the person or persons to which the deadly force 

would be directed poses an imminent danger of death or great bodily harm. The objective when 

using deadly force in self-defense or defense of others is defense of life. The use of deadly force 

in self-defense or defense of others may include the use of ordnance fired into a vessel, if 

necessary for self-defense or defense of others. Accordingly, when confronted with a person or 

vessel that poses an imminent danger of death or great bodily harm, personnel and vessels to 

which this guidance applies may use reasonable force, up to and including deadly force, in self-

defense or defense of others.  

d. Use of non-deadly force  

Subject to the above, non-deadly force may be used in the following circumstances:  

(1) for self-defense or defense of others.  

(2) for defense of the vessel.  

(3) to prevent the theft or, intentional damage to, or destruction of property (including the 

U.S. flagged vessel) that the master, crew, or security personnel are authorized to protect.  

Non-deadly force tactics could include maneuvers by the vessel, deployment of sonic blasts, use 

of fire hoses to flood a vessel threatening to attack, the use of disabling fire by properly trained 

personnel, or other non-lethal means employed by crewmembers or security personnel, directed 

at a vessel or persons threatening attack.  

e. Retreat  

Although not required under the law, retreat (e.g., to a safe room) may be an appropriate 

alternative to the use of force and may be the most reasonable choice under the circumstances. 

This is particularly appropriate where disengaging temporarily from a confrontational situation 

may reduce tensions, mitigate risk, reduce a potential threat, and provide time for the arrival of 

additional assets or personnel, including military or law enforcement assets or personnel. U.S. 

flagged vessels and embarked persons, including crew and security personnel, are not required to 

retreat to avoid situations in which the use of force, including deadly force, is appropriate.   

                                                           
7
 http://www.marad.dot.gov/documents/Port_Security_Advisory_3-09_Self_Defense.pdf 
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Maritime Domain Escalation of Force 

 

Since we are talking about Use of Force in the Maritime Domain, i.e., ship to ship, certain aspects of the 

escalation of force don't exist.  It's just not possible for a security guard on a ship to attempt physically restrain 

an approaching skiff (certainly this becomes a factor if a someone is already on-ship, like a stowaway or even 

pirate).  

 

 
 

 

Deadly Force– To be Justified, MUST have These Three  

 

Means – A weapon or device which can kill or seriously injure (AK-47, RPG…)  

 

Act or Intent – An overt act leading to belief that Capability (weapon) will be used to cause death or serious 

bodily harm.  Intent can be ascertained by threat failing to comply with prior escalations of force used to cease 

the threats action. 

Intent is specific to EACH incident but can be validated with supporting prior incidents.   

 

Opportunity – If there is intent and capability, there must finally be opportunity to employ the weapon.  I.E., the 

weapon must be within its’ weapons range  
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Quick Nexus Use of Force Test 
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Approximately

1 mile from Vessel

 Nexus Consulting  PO Box 6434 Arlington, VA  22206  info@ncga.us  VA Security License 11-6290 

Nexus Consulting 
Securing Your Future Throughout the World

  

NCGA 2011  ©

Approximately

1 mile from Vessel

Nexus Response/ Posture:

•Bino’s to bridge wings and 

attempt to ID weapons/ ascertain 

intent.

•Mate/ Officer on duty informed

•Security alerted, on-duty security 

take position of visual and tactical 

advantage

•Audio warning may be utilized 

(air horn, megaphone)

NO FIREARMS MAY 

BE DISCHARGED
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Approximately

1000 m from Vessel

Nexus Response/ Posture:

•Bino’s to bridge wings and attempt to 

ID weapons/ ascertain intent

•Mate/ Officer on duty informed

•Security alerted, on-duty security take 

position of visual and tactical advantage

•Audio warning may be utilized (air 

horn, megaphone)

WARNING SHOTS (with tracer 

rounds ONLY) MAY BE 

AUHTORIZED - if prior warnings 

have been ignored and intent of these 

vessels is to continue to close on our 

ship 
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Approximately

1000 m from Vessel

Nexus Response/ Posture:

•WARNING SHOTS (with 

tracer rounds ONLY) MAY 

BE AUHTORIZED - if prior 

warnings have been ignored 

and intent of these vessels is 

to continue to close on our 

ship

•Warning Shots are to be fired 

NO CLOSER than 50 m and 

no further than 100m from 

skiff from approaching skiff 

WITHIN 1000m of our ship  

(no warning shots are 

authorized at skiffs 

approaching but further than 

1000m from our ship)

100m

50m
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500 m from Vessel

Nexus Consulting 
Securing Your Future Throughout the World

 

NCGA 2011  ©

Approximately

500 m from Vessel

Nexus Response/ Posture:

•If skiff has ignored prior 

warnings, including warning 

shots, SHOOT TO 

DISABLE will be 

authorized at this point

•As there are no Positive 

Identification  (PID) of 

firearms or RPG’s, shots 

may be taken at skiff’s 

operational parts, to include 

engine block, hull or 

operation consol
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Nexus Response/ Posture:

•If skiff has ignored prior 

warnings, including warning 

shots, SHOOT TO 

DISABLE will be 

authorized at this point

•As there are no Positive 

Identification  (PID) of 

firearms or RPG’s, shots 

may be taken at skiff’s 

operational parts, to include 

engine block, hull or 

operation consol
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300 m from Vessel
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Approximately

300 m from Vessel

Nexus Response/ Posture:

•All prior attempts to deter skiff 

from approaching have been 

ignored, shoot to disable failed, 

DEADLY FORCE may be 

authorized. 

•To utilize DF, there MUST be the 

three (3) following circumstances 

present at time of use of DF

•PIRATE WEAPON

•WITHIN RANGE

•PIRATE INTENT TO USE
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Approximately

400 m from Vessel

NCGA 2011  ©
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Nexus Response/ Posture:

•If skiff has fired RPG, 

Nexus team engaged – Now 

what?

•Is engagement over?

•Did skiff leave AO or 

is it returning?

•Are Pirate Weapons 

still present?

•Injuries?

•Nexus?

•Ship Crew

•Pirate?
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Video Review 

 

 

• “…Weapons free …engage at 250” (00:11) - Trident Security Guard 

 

 

 

Skiff is about 750m from vessel, no visual from bridge, no communication from security about positive 

identification of weapons or intent.  No air horn warnings or PA announcement to skiff to cease closing on MV 

Avocet.   

 

This is a crucial focus point in the Use of Force doctrine.  This is the point where the skiff becomes a threat.  

There still isn't enough information to ascertain the intent of the skiff, but it is clearly closing on the MV Avocet 

and warnings need to be given to the skiff to stop its approach.   

 

This is also a point where the pirates weapon start to become effective.  There needed to be more tools available 

to the security guard to attempt to stop the approaching skiff.   

 

Best Management Practices 4
8
 actually calls on the vessel to sound an alarm - " Sounding the ship’s alarms/ 

whistle serves to inform the vessel’s crew that a piracy attack has commenced and, importantly, demonstrates to 

any potential attacker that the ship is aware of the attack and is reacting to it... In addition to the emergency 

alarms and announcements for the benefit of the vessel’s crew sound the ship’s whistle / foghorn continuously 

to demonstrate to any potential attacker that the ship is aware of the attack and is reacting to it. "    

  

                                                           
8
 http://maritimesecurity.asia/wp-content/uploads/2011/08/BMP4_MaritimeSecurity.Asia.pdf 
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• “I’ll give you a weapons free when ready, just stand-by.” (00:14) Trident Security Team Leader 

"Weapons free" isn't a term we would advocate security firms utilize.  "Free gun
9
" is a term used with military 

machine gunners for mounted weapons.  Machine guns are fixed in position with bases and traversing and 

elevation ("T&E") devices which help to ensure accurate fire.  "Free gun" is utilized when the T&E device is 

disengaged, thereby allowing the shooter to engage a wider area then the limits of the supporting base allows.  

The term "weapons free" conveys automatic fire, which means less round accountability, and a less stable 

weapon (i.e., allowing the rifle to swing from side to side in a much greater range and speed than if it was 

mounted and fixed.). 

 

 
 

This would be the perfect time for the security team to employ tracer warning rounds, flares, lasers, LRAD or 

any signaling device  to the approaching skiff.   

 

  

                                                           
9 https://rdl.train.army.mil/catalog/view/100.ATSC/3950B450-95D8-4FDB-B0DB-9D7E676DD7B2-1274422909402/3-22.68/appc.htm 
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• TL – “OK, let’s go” (00:44) 

 

Clearly there have been no shots fired from the skiff, not any communicated identification of a threat observed 

within the skiff.  Better situation reporting should be going on at this point.  There is still enough time to apply 

lesser means of force to signal the skiff to stop approaching.  Still BMP's not being followed with ships' audio 

warning (air horn, whistle or PA). 

 

• “Getting a contact” security team (00:49) Trident Security Guard 

"Getting a contact" does not convey enough information to the security team or TL.  Clearly at this point, the 

ship and security team are not taking rounds from the skiff nor do any security see weapons pointed at them.  

We know this because as we noted earlier in UoF, there would be no need for any security member to be 

waiting for warning shot clearance if shots are being fired at them already.  The skiff is about 300 m from the 

MV Avocet, which means that if an RPG is present, the security team has allowed it well within the RPG's 

highly effective range (almost 100% accuracy from 300m and closer). 

 

• “Go Ahead, Warning Shots” (00:51) Trident Security Team Leader 

 

According to the US Coast Guard PSA 3-09
10

, "warning shot means a signal to a vessel to stop. The term does 

not include shots fired as a signal that the use of deadly force is imminent, a technique that should not be 

employed." 

 

                                                           
10

 http://www.marad.dot.gov/documents/Port_Security_Advisory_3-09_Self_Defense.pdf 
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The skiff is way to close at this point for warning shots to be effective.  The president of the security company 

noted in Bloomberg "After spotting rocket-propelled grenades on the first skiff, the guards feared for their lives. 

The shootings were justified and the guards acted responsibly, [security firm president] said, firing warnings 

before aiming at the boat."
11

   

 

With that statement, we still know at this point in time, no shots had been fired by the approaching skiff.  If the 

guards had in fact seen RPG's, and those RPG's were being presented in a manner which as noted "[caused] the 

guards to fear for their lives" then no warning shots are required (noted in PSA 3-09 "Signals, including firing 

of warning shots, may be employed, but are not required.") 

 

 
 

[Security firm president]  stated to Lloyd's List "The skiff was identified as carrying RPG's AND AK 47's. The 

team was compelled to wait until they initiated warning shots until the master gave permission to the team to 

release repelling force. When the warning shots were fired, it just so happened that the skiff opened up on our 

team at the exact same time."
12

 

 

We find no evidence that the skiff "opened up... at the exact same time."  

                                                           
11

 http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html 
12

 http://www.lloydslist.com/ll/sector/ship-operations/article397768.ece 
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• First shot fired (00:53)/  Skiff Along Side Ship (01:03) 

 
 

At 01:03, when the skiff smashes into the MV Avocet, the security team fails. 

 

We have seen from the USS Cole bombing (October 12, 2000), small skiffs can and will be used to blow holes 

in ships.  We know that with the USS Cole, the Cole was the second attempt at maritime terrorism of a US ship 

in the Port of Aden.  On January 3, 2000, the USS The Sullivans was targeted by a waterborne explosively 

laden skiff, but due to the excessive weight of the explosives, the skiff sank before it could reach the ship. 

 

Also of concern, this was never relayed to maritime community.  According the Bloomberg, John Ramage, 

chief operating of the Marshal Islands Registry stated the following was reported to the International Maritime 

Bureau (IMB), "Armed security team aboard fired warning shots. The pirates aborted the attempted attack.”
13

 

 

This directly conflicts with the statement made from [security firm president] to Lloyd's List.  "The skiff was 

identified as carrying RPG's AND AK 47's. The team was compelled to wait until they initiated warning shots 

until the master gave permission to the team to release repelling force. When the warning shots were fired, it 

just so happened that the skiff opened up on our team at the exact same time."
14

 

 

So it appears that the pirates did not abort the attack, and worse, ram the MV Avocet with their skiff. 

                                                           
13

 http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html 
14

 http://www.lloydslist.com/ll/sector/ship-operations/article397768.ece 
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UKMTO, EUNAVFOR, IMB and CTF-151 are tasked with providing the private, commercial shipping world 

operating in high risk waters the latest information about threats, attacks, and those issues which may affect the 

safety of a commercial vessel operating in these waters.  By not  properly relaying the facts of the incident by 

the security firm, they very likely compromised other vessels transiting those same waters after them. 

 

As we have seen from the Maersk Alabama and Asphalt Venture, Somali pirates will seek retribution when 

pirates are killed.  The commercial shipping world needed to know these waters were more dangerous due to a 

death caused by a security team. 

 

 

Analysis of Video – What’s in the Skiff? 

 

Also of concern, this was never relayed to maritime 

community.  According the Bloomberg, John 

Ramage, chief operating of the Marshal Islands 

Registry stated the following was reported to the 

International Maritime Bureau (IMB), "Armed 

security team aboard fired warning shots. The 

pirates aborted the attempted attack.”
15

 

 

This directly conflicts with the statement made 

from [security firm president] to Lloyd's List.  "The 

skiff was identified as carrying RPG's AND AK 

47's. The team was compelled to wait until they 

initiated warning shots until the master gave 

permission to the team to release repelling force. 

When the warning shots were fired, it just so 

happened that the skiff opened up on our team at 

the exact same time."
16

 

 

 

Analysis of Video – Weapons Fired 

 

With the security firm engaging with four rifles
17

, it is impossible to ascertain if the pirates did or did not fire at 

the security team.  We can conclude that the pirates did not shoot prior to the security firm firing.  We slowed 

the shooting sequences down to 1/4 speed and were able to identify at least 300 bullets being fired during the 

gun fight. 

 

There are certainly points during the shooting, like at the 01:13 mark, where no shots are being fired, but the 

security team reengages the skiff.  PSA 3-09 discuses the issue of "retreat" and de-escalation.   

 

"[Retreat] is particularly appropriate where disengaging temporarily from a confrontational situation may 

reduce tensions, mitigate risk, reduce a potential threat
18

 

                                                           
15

 http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html 
16

 http://www.lloydslist.com/ll/sector/ship-operations/article397768.ece 
17

 http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html 
18

 http://www.marad.dot.gov/documents/Port_Security_Advisory_3-09_Self_Defense.pdf 
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Analysis of Video – Use of Force  

 

As far as we can tell, there seems to be a possibility of articulating a threat which could have caused death or 

serious bodily harm. 

As far as we can tell, no security or crew members were injured or taken hostage. 

What we don’t know – 

 Was the force used appropriate? 

 Was there a proper escalation of force? 

 Was there a proper de-escalation of force? 

 Was excessive force used? 

 Were there any casualties or fatalities on the skiff? 

 Were proper military and flag-states governing bodies indentified? 

 Is there a threat in the video which needed to be conveyed to mariners in the area, and if so, was it? 

 

 

Analysis of Video – To be Justified, MUST have had These  

 
Means – A weapon or device which can kill or seriously injure (AK-47, RPG…)  

 

Act or Intent – An overt act leading to belief that Capability (weapon) will be used to cause death or serious 

bodily harm.  Intent can be ascertained by threat failing to comply with prior escalations of force used to cease 

the threats action. 

Intent is specific to EACH incident but can be validated with supporting prior incidents.   

 

Opportunity – If there is intent and capability, there must finally be opportunity to employ the weapon.  I.E., the 

weapon must be within its’ weapons range  

 

We do not see or hear any weapons presented by the pirates.   
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Analysis of Video – What is A Warning Shot?  

 

According to the US Coast Guard PSA 3-09
19

, "warning shot means a signal to a vessel to stop." 

 
 

Within less than a second at the 00:53 second mark, the initial warning shots turn into engagements.  We can 

see from the splash signatures that there is a chance for the security to articulate that their initial shots were not 

to engage.  The problem with these warning shots is certainly the sound signature would be difficult for the 

pirates to hear and that the splashes seem to fall to the rear quarter of the skiff, more likely than not, the 

splashed were not observed either. 

 

Tracer rounds are paramount for the warning shots as well as the first couple of rounds a security uses to engage 

a threat. 

 

Checks and Balances - The Laws 

 

As many are noting there seems to be a lack of oversight, I respectfully disagree and would like to outline just 

some of the governing bodies for a VA security firm operating on a Marshal Island flag ship.  We know that the 

US law 18 USC § 7 "special maritime and territorial jurisdiction of the United States" applies fully to [security 

firm], its contractors and [shipping company].  We believe that Marshal Island laws will apply as well, 

specifically §158 -"duty to report wounds or deaths."  
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 http://www.marad.dot.gov/documents/Port_Security_Advisory_3-09_Self_Defense.pdf 
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Marshal Island Laws

PART XIV - HOMICIDE

§131. Murder in the first degree.

Every person who shall unlawfully take the life of another with malice aforethought by poison, lying in wait, torture, or any other kind of willful,

deliberate, malicious, and premeditated killing, or while in the perpetration of, or in the attempt to perpetrate, any arson, rape, burglary, or

robbery, shall be guilty of murder in the first degree, and upon conviction thereof shall be sentenced to life imprisonment.

[TTC 1966, §385; 11 TTC 1970, §751: 11 TTC 1980, §751, modified]

§132. Murder in the second degree.

Every person who shall unlawfully take the life of another with malice aforethought, or while in the perpetration of, or in the attempt to

perpetrate, any felony other than those enumerated in Section 131 of this Part, shall be guilty of murder in the second degree and shall upon

conviction be liable to a term of imprisonment not less than five (5) years or for life.

[TTC 1966, §386; 11 TTC 1970, §752; 11 TTC 1980, §52, modified]

§133. Voluntary manslaughter.

Every person who shall unlawfully take the life of another without malice aforethought, upon a sudden quarrel or heat of passion, shall be guilty

of voluntary manslaughter and shall upon conviction be liable to a term of imprisonment not exceeding ten (10) years.

[TTC 1966, §384; 11 TTC 1970, §753; 11 TTC 1980, §753, modified]

§134. Involuntary manslaughter.

Every person who shall unlawfully take the life of another without malice, in the commission of an unlawful act not amounting to a felony, or in

the commission of a lawful act which might produce death in an unlawful manner, or without due caution and circumspection, shall be guilty of

involuntary manslaughter and shall upon conviction be liable to a fine not exceeding $1,000 or to a term of imprisonment not exceeding three (3)

years, or both.

[TTC 1966, §383; 11 TTC 1970, §754; 11 TTC 1980, §754, modified]
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§158. Duty to report wounds or deaths.

(1) Every person who gains knowledge of a death or injury resulting from a knife wound, bullet wound,

powder burn, or sustained in a suspicious or unusual manner or under conditions suggesting poisoning or

violence, shall make a report thereof immediately, and in any case within five (5) days of obtaining such

knowledge, to the nearest law enforcement official or to any police officer or to the Chief of Police. Such

report shall

state:

(a) the name and location of the injured or deceased person;

(b) the date of injury or death, or date of gaining knowledge thereof by informant, if date of injury

or death is unknown;

(c) the cause and manner of injury or death; and

(d) the name of the person causing injury or death, if known.

(2) No person making a report in compliance with this Section shall be deemed to have violated the

confidential relationship existing between doctor and patient.

(3) Copies of such report shall be furnished without charge to the Public Defender at his request.

(4) Any person violating Subsection (1) of this Section shall be guilty of a misdemeanor and shall upon

conviction be liable to a fine not exceeding $500 or to a term of imprisonment not exceeding one year, or

both.

[11 TTC 1970, §1404; 11 TTC 1980, §1404, modified]

Nexus Consulting 
Securing Your Future Throughout the World

Marshal Island Laws
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United States Laws

18 USC § 7 - SPECIAL MARITIME AND TERRITORIAL JURISDICTION OF THE UNITED STATES DEFINED

The term “special maritime and territorial jurisdiction of the United States”, as used in this title, includes: 

(1) The high seas, any other waters within the admiralty and maritime jurisdiction of the United States and out of the jurisdiction of any particular State, and any vessel 

belonging in whole or in part to the United States or any citizen thereof, or to any corporation created by or under the laws of the United States, or of any State, 

Territory, District, or possession thereof, when such vessel is within the admiralty and maritime jurisdiction of the United States and out of the jurisdiction of any 

particular State. 

(2) Any vessel registered, licensed, or enrolled under the laws of the United States, and being on a voyage upon the waters of any of the Great Lakes, or any of the 

waters connecting them, or upon the Saint Lawrence River where the same constitutes the International Boundary Line. 

(3) Any lands reserved or acquired for the use of the United States, and under the exclusive or concurrent jurisdiction thereof, or any place purchased or otherwise 

acquired by the United States by consent of the legislature of the State in which the same shall be, for the erection of a fort, magazine, arsenal, dockyard, or other 

needful building. 

(4) Any island, rock, or key containing deposits of guano, which may, at the discretion of the President, be considered as appertaining to the United States. 

(5) Any aircraft belonging in whole or in part to the United States, or any citizen thereof, or to any corporation created by or under the laws of the United States, or any 

State, Territory, district, or possession thereof, while such aircraft is in flight over the high seas, or over any other waters within the admiralty and maritime jurisdiction 

of the United States and out of the jurisdiction of any particular State. 

(6) Any vehicle used or designed for flight or navigation in space and on the registry of the United States pursuant to the Treaty on Principles Governing the Activities 

of States in the Exploration and Use of Outer Space, Including the Moon and Other Celestial Bodies and the Convention on Registration of Objects Launched into 

Outer Space, while that vehicle is in flight, which is from the moment when all external doors are closed on Earth following embarkation until the moment when one 

such door is opened on Earth for disembarkation or in the case of a forced landing, until the competent authorities take over the responsibility for the vehicle and for 

persons and property aboard. 

(7) Any place outside the jurisdiction of any nation with respect to an offense by or against a national of the United States. 

(8) To the extent permitted by international law, any foreign vessel during a voyage having a scheduled departure from or arrival in the United States with respect to an 

offense committed by or against a national of the United States. 

(9) With respect to offenses committed by or against a national of the United States as that term is used in section 101 of the Immigration and Nationality Act—

(A) the premises of United States diplomatic, consular, military or other United States Government missions or entities in foreign States, including the buildings, parts 

of buildings, and land appurtenant or ancillary thereto or used for purposes of those missions or entities, irrespective of ownership; and 

(B) residences in foreign States and the land appurtenant or ancillary thereto, irrespective of ownership, used for purposes of those missions or entities or used by 

United States personnel assigned to those missions or entities. 

Nothing in this paragraph shall be deemed to supersede any treaty or international agreement with which this paragraph conflicts. This paragraph does not apply with 

respect to an offense committed by a person described in section 3261 (a) of this title. 

 

18 USC § 7 - SPECIAL MARITIME AND TERRITORIAL 

JURISDICTION OF THE UNITED STATES DEFINED 
 

The term “special maritime and territorial jurisdiction of the United States”, as used in this title, includes:  

 

(1) The high seas, any other waters within the admiralty and maritime jurisdiction of the United States and out 

of the jurisdiction of any particular State, and any vessel belonging in whole or in part to the United States or 

any citizen thereof, or to any corporation created by or under the laws of the United States, or of any State, 

Territory, District, or possession thereof, when such vessel is within the admiralty and maritime jurisdiction of 

the United States and out of the jurisdiction of any particular State.  

 

(7) Any place outside the jurisdiction of any nation with respect to an offense by or against a national of 

the United States.  
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RECOMMENDATIONS 

 

Recommendation – Keep Threats Away  

- Commercial vessels bust do all they can to keep threats away from the ship.  In the video we first recognize a 

threat to the Avocet at the 00:01 mark.  At this point the skiff is roughly 800m from the Avocet.  Ship needs to 

follow BMP
20

4 recommendations - " Sounding the ship’s alarms/ whistle serves to inform the vessel’s crew that 

a piracy attack has commenced and, importantly, demonstrates to any potential attacker that the ship is aware 

of the attack and is reacting to it... In addition to the emergency alarms and announcements for the benefit of 

the vessel’s crew sound the ship’s whistle / foghorn continuously to demonstrate to any potential attacker that 

the ship is aware of the attack and is reacting to it. "    

 

                           
 

 

 

Recommendation – Enhanced Observation Devices  

 

Use Binoculars - Security Needs to be Able to Visually Observe Threats at Distance 
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 http://maritimesecurity.asia/wp-content/uploads/2011/08/BMP4_MaritimeSecurity.Asia.pdf 
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Recommendation – Communication Standardization 

Ensure all Threats are Clearly Communicated - In a fire fight, fine motor skills diminish and we revert back to 

our training.  Security on ship are not mariners and as we can see from the video, even prior US Navy personnel 

have trouble communicating port and starboard.  Simple, easy to understand communications need to be 

practiced in training. 

 

Simple questions - What do you see?  Where do you see it? What is it doing? 

 

The military uses a "SALUTE" report for noting spotted enemies  (Size, Activity, Location, Uniform, Time, 

Equipment ).  This is a lengthy report when the threat is immediate, but simple terms like "Shots fired" - "RPG, 

300m starboard" - "Skiff approaching, no PID (Positive Identification) of weapons"...  Threats need to be 

simply communicated to security and crew in a manner which transcends industry jargon.   

 

 

Recommendation – Audio Warning Needed    

It is the professional opinion of Nexus that a security team has performed at the highest standards when a threat 

is deterred rather than encountered.  The further a threat can be identified, addressed and planned for, the better 

the outcome.  Ships need to sound alarms, air-horns or any audio hailing device to advise approaching 

suspected skiffs to cease approach at the furthest possible distances.  

 

 

Recommendation – Visual Warning Needed  

Along with audio warnings, visual hailing need to happen at the furthest distance.   Simple mirror flashes, 

flares, or any device which allows the ship to hail the approaching skiff.  The further from a ship the pirates are 

identified, the more time they have to assess the ship as being too hard a target and break the possible attack. 

 

 Tracer Rounds -  

 

 
 

Tracer rounds are paramount for the first few bullets a security team fires.  They are both audio and visual 

signatures to an approaching skiff, they help all security identify where the threat is (as noted in the video at the 

01:58 mark "Where's the other boat?" from a security guard).   

 

Tracer rounds allow for proper warning shots to be rendered as well. 
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Recommendation – Proper Reporting  

 

This was a sustained gun fight.  If the security feared for their lives, due to RPG’s and AK’s being fired at them, 

and the volume of fire required 300+ rounds to be fired, the next few ships passing this bearing absolutely need 

to know this, this was never relayed to maritime community.   

 

According the Bloomberg, John Ramage, chief operating of the Marshal Islands Registry stated the following 

was reported to the International Maritime Bureau (IMB), "Armed security team aboard fired warning shots. 

The pirates aborted the attempted attack.”
21

 

 

This directly conflicts with the statement made from [security firm president] to Lloyd's List.  "The skiff was 

identified as carrying RPG's AND AK 47's. The team was compelled to wait until they initiated warning shots 

until the master gave permission to the team to release repelling force. When the warning shots were fired, it 

just so happened that the skiff opened up on our team at the exact same time."
22

 

 

"At least some of the boats’ occupants were probably killed or injured", said [security firm president]  president 

of Virginia Beach, [security firm]., which provided the ship’s security crew.
 23 

 

The maritime community needed to know that there was a skiff with AK's and RPGs which had just attacked 

the Avocet and likely killed the occupants.  The threat profile for this route should have been much higher that 

it was reported to have been, and this compromises ships security who immediately transited this same charted 

route.  Certainly the military and Navy and CTF-151 should have know this was a "killer PAG
24

" (pirate 

activity group) as noted by [security firm president] to Lloyds List. 

 

 

Recommendation – More Support in Loading and Resupplying Security Teams    

 

Of concern for us is that this video may now require more force to be required to repel attacks.  Security teams 

are limited by commercial restrictions for how much ammunition may be allowed to transit to a ship load point, 

coupled with verb limited load, unload and resupply locations for security teams, we are seeing on-ship 

ammunition being depleted with difficulty to resupply. 

 

Recently it has been reported that the pirates have received weapons from Libya's fall.
25

  It has also been 

reported that a recent pirate attack saw the pirates fire 7 RPG rounds and over 300 bullets at an oil tanker in the 

Arabian Sea.
26

  It is our opinion that this volume of pirate firepower is not coincidental, appearing after this 

video showing the security firm firing over 300 rounds at the pirates.   

 

If the bar has been raised by pirates seeing this video and realizing that they will now have to defeat a four man 

team with at least 300 rounds of ammunition, security firms will require great governmental support to load and 

resupply ships transiting the ever increasing "high-risk waters" (HRW). 
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 http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html 
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 http://www.lloydslist.com/ll/sector/ship-operations/article397768.ece 
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 http://www.bloomberg.com/news/2012-05-08/shooting-to-kill-pirates-risks-blackwater-moment.html 
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 et al 
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 http://www.reuters.com/article/2012/04/12/us-africa-pirates-idUSBRE83B0HO20120412 
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 http://www.icc-ccs.org/piracy-reporting-centre/live-piracy-report/details/117/161 
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Summary - 

 

Use of Force for MARSEC firms is not the "Wild, wild West."  There are ample mechanisms for ensuring the 

safe and just utilization of MARSEC firms.  Security guards must understand the full scope of UoF doctrine and 

how it applies to them.  Security guards must be able to fully articulate the totality of the circumstances of any 

use of force, and why such use was appropriate.  A team leader or master of the ship may tell a security guard to 

shoot, but that guard ultimately is responsible for the full extent of the force he utilizes and responsible to 

ensure it is consistent with all governing laws, agreements and policies. 

 

Flag states must ensure all governing laws, agreements and policies are being adhered to.  Territorial waters 

must ensure their policies are communicated to the maritime community, so all can incorporate these governing 

laws, agreements and policies to acceptable UoF policies and procedures. 

 

Piracy and hostile threats in the maritime domain are not going way, moreover, the world is becoming 

increasingly dangerous, as finite commodities become less and less available.  It is possible to operate safely 

and securely in the maritime domain with these threats, and the ability to keep mariners safe must be 

paramount. 

 

Properly trained, licensed and authorized security firms bridge the delta between the commercial maritime 

needs and the international community's ability to provide naval support. 

 

These MARSEC firms must identify and deter threats at the greatest distances to prevent escalation of force and 

possible loss of life.  Audio and visual warnings must be sent to approaching potential threats at the greatest 

ranges so the possible threat or possible fisherman can decide to turn away from the ship.   

 

Proper tools must be available to MARSEC firms to ensure every chance to avoid deadly force have been 

exhausted.  There should be no justification for a MARSEC firm to "lay and wait" to circumvent the escalation 

of force model and offer no other option than deadly force. 

 

Governing states, insurers, and the maritime community has the responsibility to ensure only the highest 

standards of care are delivered, and must ensure when there are any questions, proper investigations are 

conducted.  Accurate and timely reporting of all incidents is further the responsibility of governing states, 

insurers, and the maritime community. 

 

I want to personally thank the mariners, including my brother who is currently serving as the 2nd engineer on a 

US flagged ship in the Gulf of Aden.  Your quiet, strenuous work ensures the safety, security and comfort of all 

of us, who for the most part, unaware of your existence.  
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About Kevin Doherty, President of Nexus Consulting 

 

A former US Marine and Special Agent within the US intelligence community, Kevin Doherty currently owns 

and runs Nexus Consulting Group - a veteran-owned, full scope security firm.   

 

Mr. Doherty’s career has focused on maritime security, anti-terrorism operations, intelligence, and nuclear non-

proliferation.  Mr. Doherty has held the highest clearances in the US government and is one of only a handful of 

Special Agents that has been assigned to the Department of Energy’s (DOE) Office of Special Operations 

(OSO).   

 

Mr. Doherty has testified before a number of congressional hearings and sub-committees on security and piracy 

matters.  

 

Born in Massachusetts., Mr. Doherty attended Bridgewater State University for undergraduate studies and the 

University of Tennessee in Knoxville for graduate studies and was issued his first US Coast Guard Z-card in 

1989.  

 

 

About Nexus Consulting  

 

Established in 2005, Nexus Consulting is a US veteran-owned and operated private safety and security company 

that places unprecedented focus on compliance while actively protecting passengers, crews, equipment and 

cargo from maritime threats. Internationally, Nexus Consulting is taking the lead in maritime security utilizing 

the Nexus Solution. Nexus also offers marine safety and security consulting services to private shipping fleets, 

cargo vessels and cruise lines. 

 

Visit Nexus online at: http://www.NCGA.US 
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